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We listen to views that Fl desacuerdo es

make us feel good, instead

. _ inevitable cuando se
of ideas that make us think

emite un juicio.

hard.
Think Again Ruido
Adam Grant Sunstein, Cass R.
m% Por favor
- “Un juicio siempre le corta las alas al posible
= . P P Acuerdo #2...

aprendizaje que podremos tener’” ..........

Juicio y Aprendizaje
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* Objetivos

Agenda
 Esperamos que esta Session
pueda > Context
v Explorar conceptos ontexto
» Historia

v Repensar ideas del
liderazgo

v Deconstruir el modelo
mental

v Navegar por  algunos
posibles caminos

» Datos
» Conceptos
» Capacidades humanas

» Aproximacion a su
desarrollo

> Reflexiones finales
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¢ Para usted que es mas valioso
en un profesional de seguridad?

@ The Slido app must be installed on every computer you’re presenting from slido
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Macro Tendencias y Disrupciones Globales Potencialescsoscu

Acuerdos

> Reto Generacional : globales
» Empeoramiento del clima » Crecimiento asimétrico de la poblacion verdes

Transicion

» Desarrollo e innovacién j energeética

. Crsiis
Demografia financiera Pandemi

a

Ambiental

> Crisis de corto plazo Macro
> Relentizacion de largo plazo
» Presiones fiscales

) | Conflicto Sociedad
Tendencias critico _ digital

Economia
Tecnologia basada en
- Automatizacio Al
- Dataficacion
Populimos

Presidon
climatica

> POIarlza_C_lon L. > Materialismo y pOSt materialism Adaptado de: Moyo, D. (2024). The Eight Headwinds Threatening Global Growth in 2025. Project Syndicate.

» Inestabilidad Geopolltlca . https://www.project-syndicate.org/onpoint/powerful-headwinds-herald-decade-of-paltry-growth-by-dambisa-

» Desqgeoblobalizacién > Escalamiento de la Guerra cultural moyo-2024-12 // WBCSD. (2020). Macrotrends & Disruptions shaping 2020-2030 (Vision 2050 issue brief) |
g WBCSD. WBCSD. https://www.wbcsd.org/resources/macrotrends-disruptions-shaping-2020-2030-vision-2050-
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Global Summary

[] Boxed numbers indicate the percentage-point change from 2023 o 2024,

Employee Engagement

21% =

HNOT ENGAGED

62% =

ACTIVELY DISENGAGED

17% =

Daily Emotions

Emotions experenced during
B bot of the prewsous. day

40% =/
21% =

23% =

Life Evaluation

33% =
58% =

SUFFERING

9% @

Tomado de: https://www.gallup.com/work
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GALLUP

State of the
Global Workplace
Understanding Employees, Informing Leaders

2025 REPORT

LOMELINESS

22% =

Job Market

JOB CLIMATE
Gaad time to find a job

51% =

INTENT TO LEAVE
Wabching for or actively Seeking new job

50% =

lace/349484/state-of-the-global-workplace.a
#L%D LiderSegDigital. #rutaseguri

CISO's
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Top Trends Shaping
the Future of Work in 2025

Shifts in Demographics
and Generational
Differences

Gen Z is driving demand for
flexibility and inclusivity,
while remote hiring brings
global talent and diverse
perspectives.

Hybrid Work and
Flexible Arrangements

Hybrid models are now
standard, supporting
work-life balance, talent
diversity, and cost savings
on office space

Impact of Artificial
Intelligence and
Automation

Al and automation streamline
tasks, free up time for
strategy, and provide insights
for better workflows, making
upskilling essantial

Prioritizing Employee Reskilling, Upskilling,
Well-being and and Closing Skills Gaps
Mental Health

Well-being programs that
support mental health and

flexibility enhance

productivity, retention, and
employee engagement.

Companies are prioritizing
learning programs to close
skills gaps, creating an
adaptable, future-ready
workforce.

Tomado de: https://www.imd.org/blog/learning-and-development/future-of-work/
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* The “Age of the Polycrisis” is here

« Consistent disruption is ahead:
 Supply chain, trade, and sanctions
» Personnel, travel, and facilities risk

« Markets and investments

dCvberMindset ZCySecThinkina ZHardeninaCisas dCyvherilegainfinita

2025 GLOBAL RISK MAP +
GEOSTRATEGIC STRESS

INDEX

A polycrisis refers to a situation where multiple global
and local crises — from geopolitical conflicts to
economic distress, climate change, and transnational
crime — interact and exacerbate one another, creating
complex and interconnected risks. These crises do not
occur in isolation but instead amplify each other across
geostrategic fault lines, escalating local issues into
regional or even global threats.

« Define preparedness: Combination of intelligence, boots on the ground, and technology

* Intelligence: how are you updated and prepared?

« Do you have a game plan to respond to your people/operations?

WWW.CiS0S.CO #LSD #LiderSegDigital. #rutaseguridad #diariociso #AdversarioDigital

Tomado de: Team, G. G. (2024). Global Risks of 2025: How to Prepare for the Age of the “Polycrisis.”
Globalguardian.com. https://www.globalguardian.com/global-digest/global-risks-polycrisis
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CONTEXTOS PARA LA ADMINISTRACION DE LAS CRISIS
De VUCA hasta Navi

Capacidad Empatia Contexto Transparencia Disciplin

Cynefin TUNA RISA NAVI
BANI

VU CAH

%
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Fuentes de datos
Vision y Liderazgo

20s-b00687b1f51d // Gordon. A. (2016). You Say VUCA, | Say TUNA: H

2016
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#CyberMindset #CySecThinking #Harc Factors compounding the complex nature of cybersecurity

Risk categories 2 years

Gyber skills gay,

Economic
CLUNLNTIG

Environmental
Geopolitical

N
Com ks

S0 l-[
JULIElE

Technological

Complexity in
cybersecurty

Cyber incidents

FOR THE FIRST TIME, organizations are placing greater

emphasis on having the right staff with the right skills

The mMost rather than just focusing on headcount, with 52%
|mportc1 nt identifying “not having the right staff” as their primary

glObCll. . challenge compared to 48% citing “not having enough staff”
business risks

. Supply chain
'Merdependenci®®

Tomado de: WEF. (2025) . Global Risks Report 2025. https://reports.weforum.org/docs/WEF _Global_Risks Report 2025.pdf / // Allianz Risk Barometer: A cyber event is the top global business risk for
2025. https://commercial.allianz.com/content/dam/onemarketing/commercial/commercial/reports/Allianz-Risk-Barometer-2025.pdf // WEF. (2025). Global Cybersecurity Outlook 2025.
https://reports.weforum.org/docs/WEF _Global_Cybersecurity Outlook 2025.pdf // Sans. (2025). New SANS Report Finds Cyber Talent Crisis Isn’t About Headcount. It's About Skills. SANS Institute.
https://www.sans.org/press/announcements/new-sans-report-finds-cyber-talent-crisis-isnt-about-headcount-about-skills
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Consideracion de empleadores por las
capacidades humanas

CISO’'s
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QUE DICEN LOS DATOS...

85%I/15% (‘j

~
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85% del éxito laboral proviene de las

capacidades humas y 15% de las
habilidades técnicas

https://www.trvst.world/work-skills/soft-skills-facts-statistics/
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Skills History

SuedrE=s SlMmEnZe

Evolucion de Capacidades yv Habilidades
Form Econamico Mundial
Fuente
Al and Dhig data
ol B iy >
J Metwerks and
cybersecurity

Complax
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y Feopley Talemnt
. 'o P arragermernt

) Critical Thinking

S} mMNegotiation

TEFELATE CAEDITS

_me chert rece by Floari=ss besrmes

Explorse Sollutiom=s Resournces
Examples Financial services W hat's new

Flectirmrm= & rmrll= Frofessirunal sssrwires Helrs rdrir=

Construida con los datos del Foro Econdmico Mundial https://www.weforum.org/publications/the-future-of-jobs-report-2025/ .
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SKILLS FOR 2030

Para poder ) A
saber hacer [T cvecnscun
esto

CREATIVE THINKING
SYSTEMS THINKING

ANALYTICAL THINKING NecesitamOS
RESILIENCE, FLEXIBILITY, CIRISIO pI’OfU n d ame nte

LEADERSHIP, TALENT MANAGEMENT
SOCIAL INFLUENCE saber sery

Adaptado de: Web Economic Forum ENVl RON M ENTAL CARE h a ce r eSto
(WEF). (2025). The Future of Jobs
Report 2025. World Economic Forum.

https://www.weforum.org/publications/t
he-future-of-jobs-report-2025/digest/
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The skills cybersecurity The skills cybersecurity of respondents somewhat o complete!
. . agree atl nantecnnica 1 Wi
hiring managers are professionals more important for cybersecurity
‘ ‘o : : professionals in an Al-dri Id.
looking for when hiring think are in demand SronsE e eEner
31% [N Strong problem-solving abilities | 1 28%
28% | Teamwork and collaboration skills | 21%
26% | Curious/eagerto learn 19%
25% ¢ Strong communicationskills SRR 31% Biesa: 15,571 Global QyDarsecurnity professionals
19% ! Cloud computingsecurity ' 30%
17% Strong strategic thinking skills 16%
14% | Risk assessment, analysis &mgmt 17% ' .
14% | Security engineering 13% ltthsé ng?(ﬁ I(; npblfoabbl g rl:;[ iFS). Cop le; :
13% ! GRC 19% 0
12% Strong project mgmt. skills 8% quickly outpacing 9 0 /0
12% AL 3% shortage concerns of respondents
1% Security analysis 8% report skills gaps
11% Time mgmtand organization = 8% in their
1% Applicationsecurity 1% . RiEAAIZanOns
10% B Securityadministration 1 7% “Skills gaps can be worse 64%
10% 00 Emotionalintelligence 5 7% than staffing shortages.
8% SecOps | 10%
8% D and access mgmt 9% “We have both skills gaps
8% Zero Trust implementation 4% and staffing shortages!”
7% | Leadership abilities 10%
Source: 2024 ISC2 Cybersecurity Workforce Study.
Source: 2024 15C2 Cybersecurity Workforce Study. l S C 7 d ' y l S C 2

Tomado de: Almanza (2024). El problema de la ciberseguridad, parece ser resolver problemas. https://www.linkedin.com/pulse/el-problema-de-la-ciberseguridad-parece-ser-resolver-almanza-junco-vpibe/ // ISC2. (2024). 2024 1SC2 Cybersecurity Workforce
Study. https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study // ISC2. (2024). Employers Must Act as Cybersecurity Workforce Growth Stalls and Skills Gaps Widen. https://www.isc2.org/Insights/2024/09/Employers-Must-Act-
Cybersecurity-Workforce-Growth-Stalls-as-Skills-Gaps-Widen
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Katherine S. Newman, Chutes and Ladders: Navigating the Low-wage Labor Market, Harvard University Press 2006, ISBN 0674023366, p.351

WWW.CiS0S.CO #LSD #LiderSegDigital. #rutaseguridad #diariociso #AdversarioDigital WWW.CIiS0s.club


http://www.cisos.co/
http://www.cisos.co/
http://www.cisos.co/
https://en.wikipedia.org/wiki/ISBN_(identifier)
https://en.wikipedia.org/wiki/Special:BookSources/0674023366
https://books.google.com/books?id=ERptWNyIsIkC&pg=PA351

#CyberMindset #CySecThinking #HardeningCisos #Cyberjuegoinfinito c I S @ ’S
© Copyright CISOS.CLU
~ i\ ,
-~ 'y wt T (@
-’ = = i @ @/5 Conce ptOS
= y 4 ' : ‘22
-~ =1 - r: Lol & wamﬂ - COLLABORATION s
= 4 : it s Nt it N remol O Nl — N 2
e v B D w s o @ YY
. - “ Y - v B i COMMUN‘::‘:T‘V”Y
s -\ € o I

Soft Skill | Hard Skill

— 03
e ‘; B
KNOWLEDGE SKILLS PERFORMANCE ¢ fs& 4}

€

EXPERIENCE LEADERSHIP POTIENTIAL
¥y

WWW.CiS0S.CO #LSD #LiderSegDigital. #rutaseguridad #diariociso #AdversarioDigital WWW.CIiS0S.club


http://www.cisos.co/
http://www.cisos.co/
http://www.cisos.co/

#CyberMindset #CySecThinking #HardeningCisos #Cyberjuegoinfinito c I S @ ’s

© Copyright CISOS.CLU

A tentative definition of soft skills might be formulated as follows:
Soft-skills are (1) important job-related skills (2) which involve

little or no interaction with machines (including standardized because
the situation or context contains a great deal of uncertainty; that is,
we don't know much about the physical and social environments in
which the skill .occures and we don't know much about the consequences
of diffierent ways ¢f accomplishing the job function. In other words,
those job junctions about which we know a good deal are hard skills
and those about which we know very little are soft skillis,

https://code.joejag.com/2018/the-origin-of-soft-skills.html
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Conceptos

Toda la vida

o \Desarrollo y Practic

€rte

Habilidad

Capacidad

Con ideas de: Mufioz A. CAPACIDAD, HABILIDAD Y COMPETENGIA. Recuperado de: https://www.academia.edu/11117836/1. CAPACIDAD HABILIDAD Y COMPETENCIA 1 ?auto=download
Dubois A. El debate sobre el enfoque desas capacidades: las capacidades colectivas. Recuperado de: https://www.redalyc.org/pdf/282/28212043003.pdf
Su, H. y Linderman, K. {2016)An Empirical Investigation in Sustaining High-Quality Performance. Decision Sciences. 47(5). October. Recuperado de:: https://deepblue.lib.umich.edu/bitstream/handle/2027.42/134426/deci12210 am.pdf?sequence=18&isAllowed=y
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' Getting to the CORE: Putting an End to the Term “Soft Skills”
Jennifer Parlamis, Matthew J. Monnot

First Published December 25 2018 | Research Aricle W) Check for updates
https://doi.org/10.1177/1056492618818023

Mejor....

v' Capacidad humana
v' Power Skills

* Se olvidan desarrollar | ', v" Core Skills

* Laidea que -
transmiten (Negativa)

* Condicionan lo que
son (No se
comprenden)

s, Por que?
» Se aprende todos los dias

» Son innatas algunas
» Saber hacer requiere de saber ser
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Are You Developing Skills
That Won’t Be Automated?

by Stephen M. Kosslyn

https://hbr.org/2019/09/are-you-developing-skills-that-wont-be-automated
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Civic and Cultural Literacy

Thinking

Critical thinking
Creativity
Entrepreneurship
Ethics
Systems thinking
Comfort with ambiguity
Growth mindset

Managing ourselves

Self-awareness
Accountability
Adapiability
Planning and organization
Persistence
Professionalism
Initiative
Integrity

Digital Literacy

Interacting

Communication
Collaboration
Empathy
Negotiation
Relationship-curation

Leading

Strategic Vision
Empowerment of others
Project management
Performance management

rdeningCisos #Cyberjuegoinfinito
56 DELTAS' across 13 skill groups and four categories

Aopiay |puoypziULBIO

Cognitive

Critical thinking

@ Structured problem
solving

@ Logical reasoning
@® Understanding biases

@ Seeking relevant
information

Planning and ways of working

® Work-plan development

@ Time management and
prioritization

@ Agile thinking

@ Ability to learn

Communication

@ Storytelling and public
speaking

@ Asking the right
questions

@ Synthesizing messages
@ Active listening

Self-leadership

Mental flexibility

@ Creativity and imagination

@ Translating knowledge to
different contexts

@ Adopting a different
perspective

@ Adaptability

Digital

Self-awareness and self-management Digital fluency and citizenship

Financial Literacy
® Understanding own emotions @ Integrity

MIT J-WEL Human Skills Matrix Understand
Standards Reference MOdeI ® Self-control and regulation

@ Understanding own strengths @ Self-confidence

@ Digital literacy @ Digital collaboration

@ Self-motivation and @ Digital ethics

wellness

@ Digital learning

Human Capabilit

Entrepreneurship

THINKING
CRITICAL THINKING

CREATIVITY
ADAPTIVE MINDSET
INNOVATIVE THINKING

LEADERSHIP
LEADERSHIP

ENGAGEMENT AND CULTURE
AGILITY

DIRECTION AND PURPOSE

Capability
Standards

PERSONAL
LIFELONG LEARNING
INITIATIVE AND DRIVE
CULTURAL AWARENESS
ETHICS

EMPATHY

ACTION
COMMUNICATION
COLLABORATION
PROBLEM SOLVING
DIGITAL ACUMEN
CUSTOMER FOCUS

@ Courage and risk-taking ® Energy, passion,

@ Driving change and innovation ot

Software use and development
® Programming literacy

® Data analysis and statistics

Goals achievement

® Ownership and decisiveness @ Grit and persistence

® Achievement orientation

Distinct elements of talent.

McKinsey

@ Breaking orthodoxies

@® Computational and
algorithmic thinking

Understanding digital systems

® Data literacy

@® Coping with uncertainty O B S

@ Self-development

Modelo McKinsey

& Company

iociso #AdversarioDigital

® Cybersecurity literacy

@ Tech translation and
enablement
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FIGURE 1

Innate human capabilities broaden the horizon

While the capabilities needed to focus (strategy and decision-making) and act (mobilize and
execute) are clearly important, the impact may be limited without the innate capabilities to open

the playing field

DEVELOPED
CAPABILITIES

INNATE
CAPABILITIES
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Sense-making | Critical

ACTING
TOGETHER

FOCUSING

thinking | Adaptive

thinking intelligence

OPENING/BROADENING

Curiosity | Imagination
| Creativity |
Empathy | Courage

EXPANDING VALUE

Teaming | Emotional
intelligence | Social
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INNATE

but can be amplified

Imagination

Seeing through variety of lenses that
challenge present assumptions of what
is possible

Empathy
Understanding and considering others' feelings,
thoughts, and experiences

Curiosity
Seeking out new information and experiences;
striving for understanding; asking questions

Resilience
Persisting despite challenges, obstacles,
and disruptions

Creativity
Innovating and applying improvisation; using
resources in unexpected ways

FTSA e
DEVELOPED

through experience and practice

Emotional intelligence
Understanding others’ emotions and experiences
and how they shape human interactions

Teaming
Collaborating effectively across spatial,
organizational, and cultural boundaries

Social intelligence
Understanding interpersonal dynamics and
behavioral impacts of human interactions

Sense-making
Creating meaning and awareness out of collective
experiences

Critical thinking
Analyzing, evaluating, synthesizing, and
reconstructing information

Adaptive thinking
Recognizing new patterns and applying patterns
in new contexts

CONDITIONS: Organizational culture and mindset influence if, and how, we demonstrate capabilities

Modelo de Deloitte
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Capacidades © Copyright CISOS.CLU
Saber Hacer Ejecucion _
Hard Skills

Hacer

Saber Capacidades

Saber Ser | Capacidades - .
Cognitivas Core Skills

Sociales

Adaptabilidad
ReAprender Capacidades

g Humanas __

Autoria propia
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Descubri R

v' é¢Donde estoy?

O
R4
8
b
' Gestion (Camino)

¢Como quiero hacerlo?
DesarrollarR

Valor (DesReAprender)

éQué aprendi de lo realizado?

ValoraR

Verificar
(Aprendizajes)

] _ Practica
Autoria Propia
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REFLEXIONES PARA EL LIDER DE SEGURIDAD DIGITAL gc:l‘;& S'(g
Ser Profesional de Seguridad
~ “Un profesional de seguridad
o digital debe Ser mas
" Multipotencial, que multitarea,
el primero diversifica en su
o~ conjunto de capacidades vy
st o s o i i 2134 habilidades para desarrollar su
tarea, el segundo disminuye la
calidad de la ejecucion”. ..o«

Brooks. A. (2021). Here’s 10,000 Hours. Don’t Spend It All in One Place. Recuperado de:
https://www.theatlantic.com/family/archive/2021/03/having-dual-career-can-make-you-happier/618311/
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Conversaciones que inspiran #conspiran
El profesional de Ciber-Seguridad

No debe centrarse en tener competencia en algo, debe
centrarse en tener la capacidad para aprender algo,
maxime que la ciber-seguridad esta dejando de ser una
Z4 clencia disciplinar a pasar a ser una ciencia
multidisciplinar. Donde las capacidades nos ayudan a
\%A navegar en medio de las incertidumbres y las
competencias nos ayudan a trabajar en el mundo de
as
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ReFLEXIGNIES FARK EL LTDER BE SEEURIBRD BiEithl” CISO's

Liderazgo de un #LiderSegDigital #LSD e

W < a posicion no hace al Lider de
> 5E seguridad Digital, es el #LSD
- °  que hace a la posicion” ..
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ReFLEXIGNIES FARK EL LTDER BE SEEURIBRD BiEithl” CISO's

Liderazgo de un #LiderSegDigital #LSD PR

. “Como profesional de seguridad digital
&' debemos pasar de una postura de ejercer
Y8 el poder a ejercer la influencia. En el
> 50 primero estan los debes y en el segundo
estan los podemos.

¢ Usted decida en cual quiere estar?”

Almanza. A.
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“Necesitamos pasar de estar
obsesionados con la ACCION (Qué
hemos hecho — Qué haremos despues,
Que hacemos) a estar orientados a la
REFLEXION (Por qué hay que hacerlo —

Para qué hay que hacerlo - Qué
aprendimos y podemos mejorar para la
p rO,Xi m a VeZ) .’, adaptaddo de: Martinez, J. (2025).

https://www.linkedin.com/feed/update/urn:li:activity:7363449696549277696/
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con otros las CAroAs

a otros peso RAN4 erbaj\a;

para avanzar - | |

a otros esfuerzos a otros

para alcanzar capacidades
para cocrear
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#C “Yes, I think I have good people skills.

arjuegoinfinito c I S @ ’S
What kind of idiot question is that?” Gt

© Copyright CISOS.CLU

v v ¢

Andrés Almanza
Chief Growth Officer,
CISOS.CLUB
conectate@cisos.co
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ooy

Gracias
Sigamos conectados
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